KMPOBCKOE

OBJIACTHOE
FOCYIAPCTBEHHOE
OBLLEOBPA3OBATESBH VYTBEPXXIEHO
OE BIOOXXETHOE I[I/IpeKTop
YUPEXIEHVE "CPELHSIS
WKOMA MI'T BAXPYLLM ___________ WNB.Omn
CITOBO/ICKOTO PAVIOHA" npuka3 Ne 60-r or 23.03.2023 rona
INOJIOKEHUE

o 3ammre uHpopmanun B KOI'OBY CHI nrr Baxpymm
I. O6me nosoxxenus.

1.1. Hacrosimee Ilonmoxxenwe paspaboTraHo B pa3paboTraHo B cooTBeTcTBUU ¢ DenepanbHbIM
3akoHOM oT 27.07.2006 Nel49-®3 (pen. ot 02.12.2019) «O6 wundopmanuu, nHGOPMAIMOHHBIX
TEXHOJIOTUSAX U O 3amuTe uHopmauun», denepanbHbiM 3akoHOM 0T 27.07.2006 Nel52-D3 (pex. ot
31.12.2017) «O mnepcoHanbHbIX naHHBIX», [loctanoBnenuem IlpaButensctBa PD ot 01.11.2012
Nelll9 «OO0 yrBepxkaeHHHM TpeOOBAHMN K 3alllMTE IMEPCOHAIBHBIX JAHHBIX MpH HUX 00paboTke B
WH(POPMAIIMOHHBIX CHUCTEMax IEepCOHAIBHBIX MaHHBIX», [Ipuka3zom [ocrexkomuccmm Poccum ot
30.08.2002 Ne282 «CnenuanbHble TpeOOBaHMA M PEKOMEHJALMU [0 TEXHUYECKOM 3ammre
KOH(pUIeHIMaIbHON HH(OpMalMU» rocylapcTBEHHas TeXHHuYeckas komuccus», Ilpukazom ®CTOK
Poccun ot 18.02.2013 Ne21 (pen. ot 23.03.2017) «O06 ytBepxknenun CocTaBa U COJEpKaHUS
OpraHU3aIMOHHBIX W TEXHHYECKHX Mep 10 00eCIeYeHHI0 OE30MacCHOCTH MEPCOHATBHBIX JTAHHBIX TPU
ux 00paboTke B UH(POPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX).

1.2. TlomokeHWe peryimupyeT MOJUTHUKY YUPEKIEHUS 10 Oe30MacHOCTH WH(GOPMAIMOHHBIX H
KOMMYHHUKAIIHOHHBIX PECYPCOB M TEXHOJIOTHH W OOMMH TOPSIOK OOpamieHusi C JTOKYMEHTaMH,
COJIEpKalIUMU CITYKEOHYI0 HH(OPMAIIMIO OIPaHUYEHHOTO PACTIPOCTPAHEHMSI U yCTaHABJIMBAET:

- 00BEKTHI 3aMTHl HH)OPMAITUK U CYOBEKTHI OCTyNa K WH(GOpManuu WHPOPMAIIMOHHBIX CUCTEM H
pEeCypcoB;

- OCHOBHBIC yrpo3bl uH(popmarmonHoit OezomacHoctn (mamee — WMHOOPMAIIMOHHASA
BE3OITACHOCTDB) KOI'OBY CIII nrt Baxpymiu;

- OCHOBHBIE IPUHITUIIBI MOCTPOCHUsI cucTeMbl 3amuThl nHbopmaruu KOI'OBY CHI nrr Baxpymm;

- Mepol, Metoabl u cpeactBa obecrnieuenus UHOOPMAIIMOHHAS BE3OITACHOCTL KOI'OBY
CUI nrr Baxpymim

1.3. Hacrosiee [lonoxkenue pa3paboTaHO C LENbIO YCTAHOBICHUS HAAJIEXKAIIErO MOPsiIKa padoTh
M Co3JaHMe Oe30MacHbIX YCIOBUH s oOyuaromuxcs u coTpyanukoB KOI'OBY CII nrr Baxpymm
(manee — YupexaeHue), a Tak e HCKIIOYEHHS BO3MOKHOCTH NMPOHUKHOBEHMS MMOCTOPOHHHUX JIUII,
BBIHOCA MaTEpUaJIbHBIX [ICHHOCTEH, MHBIX HApyIIEHU OOIIIECTBEHHOTO MOPSAKA.

1. O0BbeKTHI, MOAJIeKAIINE 3ALIUTeE.

2.1. B VYupexnenun oOpaOaTbiBaeTcsl MHpOpMaLus, COAEpKallas CBEICHHsS OrPaHUYEHHOI'O
pacripocTpanenus (ciyxeOHas HHGopMaLus, NepcoHalbHbIe TaHHbIE), U OTKPHITHIE CBECHUS. 3aluTe
[oJUIe’KaT Bce HMH(OPMAIMOHHBIE CHCTEMBbl YUPEXKAEHHUS, HE3aBUCHUMO OT WX MECTOHAXOXKJCHHMS,
YUCIISIIMECs Ha OyXTaITepCKOM ydyeTe YUpeKIeHHUs.

2.2. OcHOBHBIE OOBEKTHI, HOIIEKAIIHE 3AIIUTE:

- MH(QOPMALMOHHBIE CUCTEMbl NEepCOHaNbHbIX AaHHBIX (manee — WCIIJIH), a Takke OTKphITast
(obmenocrynHas) nHpopmanus, HeoOXxoauMas il paboThl YUpekIeHUs, HE3aBUCUMO OT (OPMBI U
BUJIA €€ MPeICTaBICHUS;

- IpoLecchl 00paboTKu MH(popMaIK B MHGOPMALMOHHBIX CUCTEMaxX YUpexIeHHs, HH(OpMAIIMOHHbIE
TEXHOJIOTUH, PETJIaMEHTBI U MpoLelypbl cOopa, 00paboTKH, XpaHEHUS U epeiaun HHPOpMaLuy;

- uH(popMaIMOHHas UHPPACTPYKTYpa, BKIIOYAIOLIasi CUCTEMbl 00pabOTKM M aHaiM3a MH(pOpMaIUH,
TEXHUYECKHE M IPOrpaMMHbIE cpelacTBa e€ oOpaboTKH, mepegauyd U OTOOpaKeHHs, B TOM YHUCIIE
KaHaJbl HMH(QOPMAIMOHHOTO oOOMEHa M TEeJIeKOMMYHHMKAIlMM, CHUCTEMbl M CpPEICTBA 3alllUTh
uHpOpMauu.

2.3. OcobeHHOCTH 00BEKTOB, MO IICKAIINX 3AIIUTE:

- oObeIMHEHHE B €AMHYI0O CHCTEMY OOJIBIIOrO KOJIMYECTBA TEXHMUYECKHX CPEJICTB 00pabOTKH U
nepeaayn HGopmauy;



- HEOOXOIMMOCTh 00eCTIeUeHUS HEPEPHIBHOCTH (DYHKITMOHUPOBAHUSI Y UPEIKICHHUS,
- BBICOKAass UHTCHCUBHOCTH I/IH(I)OpMaI_II/IOHHLIX IIOTOKOB,
- pa3zHoOoOpa3ue KaTeropuii MoJIb30BaTEICH.

I11. Hean u 3axaun cucreMbl o0ecneveHUs1 HHPOPMALMOHHOI 0€30MACHOCTH.

3.1. CyObektsl goctyna K uH(pOpMAIMHU MPH OOCCIICYCHUH HWHQPOPMAIIMOHHOW 0e30TacHOCTH
YupexxaeHus ABISIIOTCS:

- pabOTHHKH YUpeXJeHHUs, YJacTBYIOUIHME B HWHPOPMALMOHHOM OOMEHE B COOTBETCTBHH C
BO3JI0’KCHHBIMH Ha HUX JOJDKHOCTHBIMU OOSI3aHHOCTSIMU;

- (U3MYECKHE JIMIA, CBEICHHS O KOTOPBHIX HAKAIUIMBAIOTCS, XPaHATCA W 00padaThIBaroTCS B
MHPOPMAIMOHHBIX CHUCTeMax YupexkaeHus (B cooTBeTcTBHHM co cT.14 denepanbHOro 3akoHa OT
27.07.2006 Nel152-®3 «O nepcoHaIbHBIX TaHHBIX;

- COTPYIHUKHM BHEIIHMX OpraHu3alui, 3aHUMAIOLIUXCA pPa3pabOTKOM, MOCTaBKON, PEMOHTOM U
o0cmy>)kuBaHUEM 000PYIOBaHUS W UH(DOPMAITMOHHBIX CHCTEM.

3.2. IlepeuncneHHbIM CyOBEKTaM JOCTYIA K UHPOPMAIIMH HEOOXOTUMO 00ECIIEUUTh:

- CBOEBPEMEHHOCTH JIOCTYIa K He00X01MMoM UM nHpopManuu (ee JOCTYITHOCTh);

- IOCTOBEPHOCTH (MOJIHOTY, TOUHOCTb, aKTyaJIbHOCTb, LIEJIOCTHOCTh) HH(POPMAILIH;

- KOH(UAECHUUATBHOCTh (COXpaHEHHE B TailHE) OIpe/eleHHONM 4YacTh HHQPOpMaIlUH, 3allUuTy OT
HaBSA3BIBAHUS JIOKHOM (HEZOCTOBEPHOM, UCKAKEHHOW) HHPOpMAIIH;

- BO3MOJKHOCTb OCYHIECTBJICHHS KOHTPOJII W YIpaBieHHs MpolieccaMu OOpabOTKH M Iepeaayu
uHpopmanuy;

- 3aIIUTY HH(OPMALIMK OT HE3aKOHHOTO PAaCIPOCTPAHEHUS.

3.3. lenpro 3ammTsl HHGOPMAIMH, Ha JOCTHKEHHE KOTOPOI HampaBiieHO Hactosiiee [lomoxenue,
SBIISIETCS 3alllUTa OT BO3MOXKHOTO HAHECEHUs CYObEKTOM JOCTyna K HH(OpMalMH MaTepHalbHOTO,
(bu3MYECKOTO, MOPAIBHOTO WM WHOrO yiiep0a MOCPEACTBOM CIy4aHOTO WM IPEeIHaMEpPEHHOTO
BO3JICUCTBUSI Ha MHGOPMAIIMIO, €€ HOCUTEH, MPOoIecchl 00pabOTKM M Tepeaadd. YKa3zaHHas Ieib
JOCTUTAETCSl TOCPEICTBOM OOECIeUeHUs] W IMOCTOSHHOTO TOJACpKaHUs CIEAYIOUIUX CBOWCTB
nHpOpMaIuu:

- JOCTYMHOCTHM HH(popManuu A aBTOPU30BAHHBIX CYOBEKTOB JocTymna (YCTOMYMBOTO
(YHKIIMOHUPOBAHUSI CHUCTEMbI, IPU KOTOPOM aBTOPHU30BAHHBIE CYOBEKTHl JIOCTyMa HUMEIOT
BO3MOJKHOCTB TIOJIYYCHHS HE0O0X0MMOM HH(POPMAITUN );

- IeJIOCTHOCTM M AayTeHTUYHOCTH (TOATBEP)KICHHE aBTOPCTBA) HWHGOpPMALUU, XpaHUMOW U
oOpabaTeiBaeMOii B cUCTEMax YUpeKIeHHs U IepeaBaeMoi 1o KaHajaM CBSI3H;

- KOH(QHUAEHIUAIbHOCTH — COXPAHEHHUS B TailHe OMpeNesIeHHOM yacTH HH(OpPMAIMU, XPaHUMOM,
oOpabaTeiBaeMOl W TmiepegaBaeMOi M0 KaHamaMm cBsi3u. HeoOXxoauMblii ypOBEHb JOCTYMHOCTH,
LEIOCTHOCTH M KOH(HUACHUUATHHOCTH HHGOpMaluu 00ecreynBaeTCsl METOJIaMU U CpPEACTBAMU,
COOTBETCTBYIOIIMMHU MHOKECTBY 3HAUUMBIX yIPO3.

3.4. OcHOBHBIE 337241 cHUCTEeMbI oOecrieueHnss HHPOpMaIIMOHHON O6e30macHocTh. [t JoCTKeHus
OCHOBHOHM 1eMM 3amMThl W oOecredeHHusl yKa3aHHBIX CBOWCTB HH(OpMamuMuU cHucTeMa
uHpopmaloHHas 0€30MaCHOCTh J0KHA 00ECIIeUNBaTh PEIICHUE CICAYIOUIUX 3a/1a4:

- CBOEBpPEMEHHOE€ BBISBIICHHE, OIEHKAa W IMPOrHO3MPOBAHHE HCTOYHHKOB YIpo3 HH(OPMAIMOHHON
0€30MacHOCTH, TMTPUYMH M  YCIOBHH, CHOCOOCTBYIOIIMX HaHECEHHIO Yyiiepbda cyObekTam
MH(GOPMAIMOHHBIX OTHOLICHUH, HAPYILIEHUI0 HOPMAJIbHOTO (PYHKIIMOHUPOBAHUSI CUCTEM;

- CO3/[aHNE MEXaHMU3Ma ONIEPATUBHOIO PEarMpoBaHuUs Ha Yrpo3bl 0€30MMacHOCTH HH(OpMAIHH;

- CO3JaHME YCJIOBUH A MHUHUMHU3ALUM U JIOKAJIM3allMM HAHOCUMOIO yiiepba HenmpaBOMEpPHBIMHU
NEUCTBUSAMHU (U3NYECKUX U IOPUAMYECKUX JIUI, OCIa0JieHNe HETaTHBHOTO BIUSHHS M JIMKBUAALUSA
MOCIIEICTBUI HapyleHs: 0€30IacHOCTH HH(OpMAaIIIH;

- 3alIUTY OT BMELIATEIbCTBA B Ipoliecc GYHKIIMOHUPOBAHUS CUCTEM Y UpPEXKIEHHs TOCTOPOHHUX JIMIL;
- pasrpaHuueHue JI0CTyma Mojb3oBareel K HHQOPMaIlMOHHbBIM, alllapaTHBIM, IPOTPAaMMHBIM U HHBIM
pecypcam - obecrieueHue JOCTYNa TOJBKO K TEM PecypcaM M BBIMOJHEHHs TOJBKO TEX ONepauuil ¢
HUMH, KOTOpbIe€ HEOOXOJWMBI KOHKPETHBIM I0JIb30BATESIM Uil BBITIOJIHEHUS CBOUX CIIYXKEOHBIX
00s13aHHOCTEH;

- ofecriedyeHne ayTeHTU(UKALUU MOJb30BaTEIeH, YJacTBYIOIIMX B HH(POPMAIMOHHOM OOMeHe
(moaTBepIKACHNE TIOUIMHHOCTH OTIIPABUTEINS U TOTydaTenss HHpOpMaLun);



- 3aIIUTYy OT HECAaHKUMOHHWPOBAHHOW MOIU(HUKAIMUA MCIOJIB3YEMbIX B CHCTEMax HpPOTPaMMHBIX
CPEACTB, a TaKXkKe 3allUTy CHCTEM OT BHEIPEHHs HECAaHKUMOHMPOBAHHBIX IPOTPaMM, BKIIIOYAs
KOMIBIOTEPHBIE BUPYCHI;

- 3aIUTY UH(OPMAIIUH OT YTEUKH 110 TEXHUYECKUM KaHaiaM Ipu ee 00paboTke, XpaHEHUH U Tiepeaaye
10 KaHaJIaM CBSI3U.

3.5. OCHOBHBIC MMYTH PEIICHUS 3a/la4 CUCTEMbI MH(DOPMAIMOHHONW 0OE30MACHOCTH YUpEeXKICHUS.
OcHoBHBIE 1IenH oOecrieyeHnss NHPOPMALMOHHOW 0€30MaCHOCTH M PEUICHHE TEePEUNCIICHHBIX BBIIIE
3aJ1a4 JOCTUTAIOTCS:

- yu4€TOM BCeX MO UIeKANTNX 3alIUTe HHOOPMAITMOHHBIX CUCTEM Y UpEkKACHUS;

- y4€TOM JIeHCTBUM NIEPCOHAIA, OCYILECTBISIONIEr0 00CTYKMBaHUE U MOJIM(UKALIUIO IPOTPAMMHBIX U
TEXHUYECKUX CPEJICTB KOPIOPATUBHOW HHPOPMALMOHHON CHCTEMBI,

- TIOJIHOTOH, pEaJbHON BBINOJHUMOCTBIO W HEMPOTUBOPEYHUBOCTBIO TPEOOBAHUH JIOKATBHBIX
HOPMATHBHBIX aKTOB YUPEKACHHUS 10 BOTIpOcaM obecriedueHuss HHPOPMAIMOHHOM 0€30MaCHOCTH;

- OATOTOBKOM JIOJDKHOCTHBIX JINIL (paOOTHHUKOB), OTBETCTBEHHBIX 32 OPTraHH3aIINI0

Y OCYIIECTBJICHUE MTPAKTUUYECKUX MEPOTIPUSITHI 1O oOecreueHrni0 HHGOPMAITMOHHON 0€30TTaCHOCTH;

- HaJeJIEHUEM KaKJoro pabOTHHKaA (MOJIb30BaTeNsl) YUpexkJAeHUs MUHUMAIbHO HEOOXOIUMBIMU IS
BBITIOJTHEHUS WM CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH IOJHOMOYMSMH TIO JOCTYIY K
MH(POPMAIIMOHHBIM pecypcaM Y UpekIeHHS,

- YETKHUM 3HAHHEM H CTPOTUM COOJIOJCHHWEM BCEMH TMOJBH30BATEISIMH WH(POPMAIMOHHBIX CHCTEM
VYapexaeHus TpeOOBaHUH JOKaTbHBIX HOPMATUBHBIX aKTOB YUpEXKICHHS IO BOTIPOCaM OOeCIIeueHUs
MH(POPMAITMOHHOM 06€30TacHOCTH;

- TIEpCOHAIBHOW OTBETCTBEHHOCTHIO 3a CBOW JCUCTBUS KaXJOTO pPAaOOTHUKA, B PaMKax CBOUX
(GYHKIIMOHATBLHBIX 0053aHHOCTEH MMEIOMIETO JOCTYN K HH()OPMAIOHHBIM pecypcaM Y upekIeHHS;

- HeNpepbhIBHBIM  MOJJCP)KAHWEM  HEOOXOIUMOTO  YpOBHS  3AIIUIICHHOCTH  DIIEMEHTOB
MH(OPMALMOHHBIX CUCTEM Y UPEKICHUS;

- TNpPUMEHEHHEM MpOrpaMMHO-alMapaTHbIX CPEACTB 3allUThl HMHQOpPMAIMKM U  HENpepbIBHON
AIMUHUCTPATUBHOM MOJIEPAKKON UX UCTIOJIH30BAHMS;

- 3¢ GdEeKTUBHBIM KOHTPOJIEM HaJa COOIIOJCHUEM I0Jb30BaTeNIIMH  HWHGOPMAITMOHHBIX PECYPCOB
VYupexaenus TpedoBaHui 10 00ecTieueHnI0 HH(HOPMAITMOHHONW 0€30TTaCHOCTH.

IV. OcHoBHbBIE YIpo3bl HHPOPMAITMOHHOW 0€30MACHOCTH Y YpeKIeHus].

4.1. CymecTByeT JiBa BUa yrpo3 HHGOPMAIIMOHHON 0€30TIaCHOCTH:
- HICKYCCTBEHHBIE — YI'PO3bl, BbI3BAHHBIC JICATEIBHOCTHIO YEJIOBEKA;
- €CTECTBEHHBIE — YI'PO3bl, BEI3BAHHBIE BO3/ICHCTBUSIMU HAa HHPOPMAITUOHHYIO CUCTEMY U €€ DJIEMEHTHI
OOBEKTUBHBIX (U3UYECKUX MPOLECCOB TEXHOTEHHOTO XapakTepa WM CTUXUHHBIX MPUPOIHBIX
SIBJICHUH, HE 3aBUCSIIUX OT YEJIOBEKa.

4.2. Haubonee 3Ha4MMbIMU yrpo3amMu UHGOPMAIIMOHHOM 6€30MacHOCTH YupexkIeHus (crnocobamu
HaHeceHHs yiiepoa cyobekTaM HHGOOPMAIIMOHHBIX OTHOILIEHH ) SBIISIOTCS:
- HapymeHue (yHKIHMOHAJIBLHOCTH KOMIIOHEHTOB HWH(MOPMALMOHHBIX CHUCTEM YUpeKIeHUs,
OnmokupoBaHue WHGOPMAIUU, HAPYIICHHE TEXHOJOTHYECKUX IIPOILIECCOB, CPBIB CBOEBPEMEHHOIO
pelieHus 3a1ay;
- HapylleHHEe MEeJOCTHOCTH (MCKaKeHHe, IMOJMEHa, YHMUYTOKEHHE) HH(OPMAlMOHHBIX pPECcypcoB
Yupexnaenus, a Takke panscudukanus (moaenKa) T0KyMEeHTOB;
- HapylIeHne KOHPHUISHIIMATBHOCTH (pa3rialieHne, yTeuka) MepcoHaIbHbIX JaHHBIX.

4.3. OCHOBHBIE HCTOUYHUKH YTPO3 HHPOPMAITMOHHOM 0€30MaCHOCTH Y UpesKICHHUS:
- HempeaHaMepeHHbIe (OMHUOOUYHBIe, CyJaifHble, 03 37I0T0 YMBICIIA U KOPBICTHBIX 1I€JIei) HapyIIeHUs
YCTaHOBJICHHBIX PETJIaMEHTOB cOopa, 00paboTku W mepeaayu MHPOpMAIMH, a Takke TpeOOBaHUMN
O6e3omacHOCTH HH(pOpMAMK U Jpyrue JeWCTBUS TONb30BaTesneld WH(MOPMAIMOHHBIX CHUCTEM
VYupexaenus (B TOM 4Yuclie paOOTHHUKOB, OTBEUAIOMIMX 3a OOCTY)XKMBaHUE M aIMUHUCTPUPOBAHUE
AJIEMEHTOB MH(DOPMAIIMOHHBIX CUCTEM), MPUBOJAIINE K HEMPOU3BOAUTEIHHBIM 3aTpaTaM BpEeMEHU U
PECYPCOB, pa3rIallIeHUIO CBEACHUN OTPAaHUYEHHOTO PacpOCTpaHeHUs, MOTEpe IEHHOW HH(pOpMaIluu
WJIM HAPYIICHUIO pab0TOCTIOCOOHOCTH 3JIEMEHTOB MH(POPMAITMOHHBIX CUCTEM;
- IpeAHaMEPEHHBIE (B KOPBICTHBIX LENAX, 0 TPUHYXACHUIO TPETbUMHU JHUIAMH, CO 3JIbIM YMBICIIOM U
T.I.) JCHCTBHS JIETAIILHO JOMYIICHHBIX K MHPOPMAIMOHHBIM pecypcaM YUpesKIeHHs MOoJb30BaTenen



(B TOM umucie pabOTHUKOB, OTBEYAIOUIMX 32 OOCTYXHBaHHE W aJIMUHUCTPHPOBAHUE 3JIEMEHTOB
MH(POPMAIMOHHBIX CHUCTEM), KOTOpPbIE NPHUBOIAT K HEHNPOU3BOJMTEIBHBIM 3aTparaM BpPEMEHU U
pecypcoB, pasrilallieHUuI0 CBEICHH OTPaHUYEHHOTO PacIpOCTpaHEHHs, MOTepe HEHHON HH(pOopMaImu
WA HApYLIICHUIO pab0oTOCTIOCOOHOCTH 3IEMEHTOB HH(POPMAITMOHHBIX CUCTEM Y UPEIKICHHUS;

- yAaJeHHOE HECAHKIMOHMPOBAHHOE BMEMIATEIBCTBO MOCTOPOHHMX JIMIl U3 BHEUIHHX CETEeW 0OIIero
HazHaueHUs (Tpexnae Bcero yepe3 cerb VHTEpHET), yepe3 JierajbHble M HECAHKIMOHMPOBAHHBIC
KaHaJIbI TIOJIKJTFOUYEHUS K TAKUM CETSIM, MCIIOJIb3YsI HEIOCTATKU MPOTOKOJIOB OOMEHA, CPEICTB 3aIlUTHI
W pasrpaHUYEHUs YIAICHHOTO JIOCTyNa K HH()OPMAIMOHHBIM pecypcaM;

- omuOKH, MOIMYIICHHBIE TPU pa3paboTKe IEMEHTOB MH()OPMAIIMOHHBIX CHCTEM YUPEXKICHHUS M HX
CHCTEM 3allUThI, OMKMOKHA B TPOrPAMMHOM OOECIIEYEHUH, OTKA3bl U COOM TEXHUYECKUX CPEACTB (B TOM
YuClie CPEJCTB 3aIUTh HHPOPMAIIUH);

- TEXHUYECKHEe COOM IIeMEHTOB HH(POPMAIIMOHHBIX CUCTEM.

4.4. Ilytu peanuzanuu yrpo3 UHPOPMAIMOHHON 0€30MacHOCTH YUpexKACHHUS.

4.4.1. Ilytm peanu3anuu HENpPEAHAMEPEHHBIX MCKYCCTBEHHBIX YIrpo3 HH(OPMaLMOHHON
0€30MacHOCTH YUpEKICHHUSL.

PaGotHukm ~ YupexaeHus,  SBIAIONIMECS  aBTOPU3OBAHHBIMH  CYOBEKTaMH  JIOCTYIIa
MH(OPMALIMOHHBIX CHUCTEM, a Takke pabOTHUKU, OOCTYKXUBAIOLIUE OTAEIbHBIE AJIEMEHTHI
WH(POPMAIIMOHHBIX CHUCTEM, SBIISIOTCS BHYTPEHHHMH WCTOYHHKAMH CIyYallHBIX BO3JICHCTBHIA.
OcHOBHBIE TIYTH peaju3alliil HENpeIHAMEPEHHBIX HCKYCCTBEHHBIX (CyOBEKTHBHBIX) Yrpo3
nH(popMallMOHHON Oe30macHOCTH  YupexkIeHus (IeWCTBHS, COBEpIIaeMble JIIOAbMHU CIy4ailHO, MO
HE3HAHWI0, HEBHUMATEIHHOCTH WJTU XaJaTHOCTH, U3 JIFOOOTBITCTBA, HO 0€3 3J7I0T0 YMBICIIA):

- HEOCTOPOXHBIE JIEHCTBHS, TMPHUBOAAIIME K YAaCTHYHOMY WM TIOJIHOMY HapyHICHHIO
(GYHKIIMOHATLHOCTH JIEMEHTOB HH(POPMAIITMOHHBIX CUCTEM Y UPEIKICHUS;

- HEOCTOpPOXKHBIE JICHCTBHS, TIPUBOMANIMNE K pasMIallicHHI0 WHOOPMAIMA  OTPaHUYEHHOTO
pacrnpocTpaHeHus WK Aealoniie ee 00Iea0CTyTHOM;

- pasriamieHue, repefadya Wid yTpara aTpuOyTOB pasTpaHUYeHHs JocTyna (Kitoued (JIOTHHOB),
MapoJIeH, KIIFOYEeBBIX HOCUTEIICH U T. 11.);

- ITHOPUPOBAHNE YCTAHOBJIEHHBIX IPAaBUJI IpU paboTe ¢ HHPOPMAITMOHHBIMU PECYpCaMu;

- MPOEKTHUPOBAHUE AJTOPUTMOB OOPaOOTKHM MaHHBIX, pa3pabO0TKa MPOTPAMMHOTO OOECHEYCHHS C
BO3MOXHOCTSIMH, MPEACTABISIONIMMHI OMAaCHOCTh U1 GYHKIIMOHUPOBAHUS MHGOPMAITMOHHBIX CHCTEM
1 uH(GOPMAIMOHHOM 0€30MacHOCTU YUpeKIeHUs;

- mepechUika HH(OpPMAaLKMK N0 OMIMO0YHOMY AJIEKTPOHHOMY ajpecy (YCTpOHCTBa); BBOJ OMIMOOYHBIX
JTAHHBIX;

- HEOCTOPO>KHAs IOpYa HocUTesei nupopmanuu;

- HEOCTOPOIKHOE MOBPEKICHUE KAHAJIOB CBSI3U;

- HEMpaBOMEPHOE OTKIIOYEHHE OOOPYAOBaHUA WJIM HU3MEHEHHE PEXKHUMOB pabOThl 3JIEMEHTOB
MH(OPMALIMOHHBIX CUCTEM;

- 3apayKEHUE KOMITbIOTEPOB BUPYCAMH;

- HECAHKI[MOHMPOBAHHBIM 3alyCK TEXHOJOTMYECKHX MPOrpaMM, CHOCOOHBIX BBI3BaTh MOTEPIO
paboToCTIOCOOHOCTH AIIEMEHTOB MH()OPMALIMOHHBIX CUCTEM WIIU OCYIIECTBIISIOMINX HEOOpaTUMBIE B
HUX u3MeHeHHs ((popmaTtupoBaHHME WM PECTPYKTYypHU3alMI0 HOCUTeNed HH(opMaluu, yIaneHue
JTAHHBIX);

- HEKOMIIETEHTHOE UCIOJIb30BaHNE, HACTPOMKA MM HEMPABOMEPHOE OTKIIOUEHHE CPEJCTB 3alUTHI.

4.4.2. Ilyrm peain3zauuu  TpeAHAMEPEHHBIX  HCKYCCTBEHHbBIX  (CYOBEKTHBHBIX)  yIpo3
MH(POPMAIMOHHOM 0€30MacHOCTH.

OcCHOBHBIE BO3MOJKHBIE IIYTM YMBIIUIEHHOW J€30praHu3alii paboThl, BBIBOJIA HIIEMEHTOB
MH(GOPMAIMOHHBIX CHCTEM U3 CTpOs, HECAaHKIMOHMPOBAHHOIO JocTyna K uHpopMmanuu (cC
KOPBICTHBIMHU LEJISIMH, 110 IPUHYXKACHUIO, U3 JKEJIaHUS OTOMCTHUTB):

- YMbIIUICHHbIE JI€HCTBHs, TNPUBOJAALIME K YAaCTUYHOMY MIM  TOJHOMY  HapyUICHHIO
(GYHKIMOHATBHOCTH JIEMEHTOB HH(POPMALIMOHHBIX CUCTEM Y UPEXKICHUS;

- JIeHCTBHUSA MO Je30praHu3aiii (QPyHKIMOHUPOBAHUS HH(GOPMAIIMOHHBIX CHUCTEM YUpekXAEHUs,
XUIIEHWE DIEKTPOHHBIX JOKYMEHTOB M HOCUTeNnedl uH(popMaluu; HECaHKIMOHHPOBAHHOE
KOITUPOBAHUE HIIEKTPOHHBIX JOKYMEHTOB U HOCUTENEeH nH(popMaIuu;

- YMBIIIJICHHOE UCKaXeHHE MH(POPMALIMH, BBOJ HEBEPHBIX TaHHBIX;



- OTKJIOYEHHE WM BBIBOJ U3 CTPOSl MOJCHCTEM oOecreyeHus (QYHKIMOHUPOBAHHS 3JIEMEHTOB
MH(GOPMAIMOHHBIX CHUCTEM (DJCKTPOTHMTAHMS, OXJIAXACHUS W BEHTWIALMHU, JIMHUH M anmapaTypbl
CBSI3H);

- IepexBar JaHHbIX, IEPEIaBAEMBbIX 10 KaHaJIaM CBSI3H U UX aHAJIM3;

- HE3aKOHHO€ IOoJydeHHe aTpuOyToB  pasrpaHUyEHUsl JOCTyna (MCIONb3ys  XaJlaTHOCTh
M0JIb30BATENICH, IIyTeM MOIEIIKH, 110100pa Mapoisi);

- HECAaHKIMOHMPOBAHHBIA MOCTYN K pecypcaM HH(POPMAIMOHHBIX CHCTEM C paboumX CTaHIU
aBTOPU30BAHHBIX CYyOBEKTOB JIOCTYIA;

- XHIIEHUE WIN BCKPBITHE MU (PPOB KPUMTO3AIMUTH HHPOPMALIUH;

- BHEJPEHME allapaTHBIX U MPOTrPaMMHBIX 3aKJIAJOK C IEJIbI0 CKPBITHO OCYIIECTBIATH JOCTYH K
WHOOPMAIMOHHBIM ~ pecypcaM  WIM  JIe30praHM3anud  (QYyHKIMOHMPOBAHUS  DIIEMEHTOB
WH(GOPMAIIMOHHBIX CHCTEM Y UPeKICHUS;

- HE3aKOHHOE MCIOJIb30BaHUE 3JIEMEHTOB MH(GOPMAIIMOHHBIX CHCTEM, Hapyllarollee MpaBa TPETbUX
JINIL;

- IPUMEHEHHUE MOJACIYIIMBAIOIIMX YCTPOMCTB, (OTO M BUIEO ChEMKA JUIsl HECAHKIIMOHHPOBAHHOTO
cheMa MH(pOpMaLINH.

4.5. Ilytu peanusaiiii OCHOBHBIX €CTECTBEHHBIX YIp03 HH(OPMALIMOHHON OE€30M1aCHOCTH:

- BBIXOJl U3 CTpPOsA 000pYAOBaHMS HMH(MOPMAIIMOHHBIX CHUCTEM M 00OpYyIAOBaHMS OOecleueHHUs ero
(GYHKIIMOHUPOBAHUS;

- BBIXO/J] U3 CTPOSI MJIM HEBO3MOXKHOCTb HCIIOJIb30BAaHUS JIMHUN CBS3H;

- TTO’Kapbl U CTUXHUITHBIE OCICTBUSL.

4.6. Monens BO3MOKHBIX HAPYIIUTEIEH.

4.6.1. Tunsl HapymuTENe:

C y4eTom KaTeropHH JIMI, MOTHBAIINH, KBATU(UKAINH, HATUYHS CTIICIHAITBHBIX CPEJICTB!

HexommeTeHTHBIN (HEBHUMATEIBHBIN) TOJB30BaTEeNlb — pPaOOTHHUK Vupexnenus (win
Mo/Apa3/ieNIeHns] BHEIIHEW opraHu3aliy, 3aHUMarolecs o0cIyKMBaHUEM MH(POPMAIIMOHHBIX CUCTEM
Yupexaenus), NpeanpUHUMAIONTANA TOMBITKA BBITOJTHEHUS 3alpelleHHbIX IEWCTBUH, IOCTyna K
3alMIIaeMbIM pecypcaM HH(OPMAIIMOHHBIX CHUCTEM C IPEBBIIIEHHEM CBOMX IOJHOMOYHI, BBOJA
HEKOPPEKTHBIX JaHHBIX, HAPYIICHUS MPaBUJ U PErJIaMEHTOB pabOThl ¢ MHPOpMAIMeH, TeHCTBYS MO
OLIMOKE, HEKOMIETEHTHOCTH WJIM XaJaTHOCTH 0€3 yMbICIa M HUCHOJB3YIOIIMM IpPHU 3TOM TOJBKO
LITaTHBIE CPE/ICTBA;

Jlrobutens — pabOTHHK VYupexxnenus (WM TOApa3AeieHUs] BHEIIHEW OpraHu3aluu,
3aHUMAaoIIeNcs 00CTy)KMBaHHEM MH(DOPMALIMOHHBIX CUCTEM YUpPEXKJICHUS ), MbITAIOIINUNICA HAPYILIUTh
CUCTEMY 3alIUThl 0€3 KOPBICTHBIX IEJIeH, YMBICIIA WIH JUIS CAaMOYTBEPKICHHUSI.

[Ipu 3TOM KCIOJIB3YIOTCS Pa3IMYHbIE METO/IbI MOJYYSHHsI JOMOJIHUTEIBHBIX OJTHOMOYHNA TOCTyIA
K pecypcaM, HEJOCTaTKU B MOCTPOCHHM CUCTEMbI 3aIIMTHI U JOCTYIHBIE €My IITaTHbIE CpPEICTBa
(HEeCaHKIIMOHUPOBAHHBIE IEHCTBUS IOCPEACTBOM MPEBBIIICHUS CBOMX MOJHOMOYHI Ha NCIOIb30BaHUE
pa3pelleHHbIX CPEJICTB), HEIITaTHbIE WHCTPYMEHTAIbHBIE M TEXHOJOTHYECKHE MpOTrpaMMHbIE
CpEICTBa, CaMOCTOSITENLHO pa3pabOTaHHBIE MPOrPaMMbl WJIM CTAaHAAPTHBIE JOTOJIHUTEIbHBIC
TEXHUYECKUE CPEICTBA.

BuyTtpennuii (BHEMIHUN) 370yMBIIUICHHUK - aBTOPU30BaHHBIM CyOBEKT AOCTyma (TOCTOpOHHEE
JUI0) JEHCTBYIOIIUK IIeJieHanpaBleHHO (B TOM YHCJIE€ B CrOBOpE C JIHMIIAMH, HE SIBIISFOIIMMMUCS
paboTHuKaMu YupexaeHus). [Ipy 3ToOM HCHOIBb3YIOTCS METO/BI M CPEACTBA B3JIOMA CUCTEMBI 3aLUTHI,
BKJIIOYAsl areHTypHbIE METO/Ibl, TACCUBHBIE CPEICTBA (TEXHMUYECKHE CPEJICTBa IepexBaTa), METObl U
CpeAcTBa aKTMBHOTO BO3JAEHCTBUA (MOAM(UKALUSA TEXHUYECKHX CPEJICTB, MOAKIIOYEHHE K KaHajlam
nepefayd JaHHbIX, BHEIPEHHWE MPOTrPaMMHBIX 3aKJIaJ0K M  MCIOJb30BAHUE  CIELHATbHBIX
MHCTPYMEHTAJIBHBIX M TEXHOJIOTHYECKUX MpOrpamMMm), a Takke KOMOMHAIMM BO3JACHCTBUM, Kak
U3HYTPHU, TaK U U3BHE YUPEKACHUS.

4.6.2. BHyTpeHHNE HApYIIUTEIN:

BHyTpeHHUM HapymMTeneM MOXeT ObITh JIMI0 M3 CJIEIYIOUIMX KaTeropuil pabOTHHKOB
Yupexnaenus:

- 3aperuCTpPUpOBaHHBIC TOJB30BATENIM M IEPCOHAN, OOCTYKHBAIOIIMN TEXHUUYECKHE CpEACTBa
MH(GOPMALMOHHBIX CUCTEM Y UpEeXKICHHS;



- paOOTHUKH, B TOM YHKCIIC PYKOBOIMUTENH, HE SABISIOMINECS 3apPETrUCTPUPOBAHHBIMU MOJIH30BATEISMHU U
HE JOMYIICHHbIE K MH(POPMAIMOHHBIM pecypcaM YUpeKIeHHs, HO UMEIOIIUEe IOCTYH B 3/aHUS U
IIOMEILEHNUS;
- paOOTHUKH, B TOM YHCJIE PYKOBOAWTENH, 3a/CHCTBOBAHHBIE B pa3padOTKE MU COMPOBOKICHUU
MIPOrPAMMHOTO OOECTICUCHUSI.

4.6.3. BHenHue HapyIIUTENH:

BaemHum HapymuTeneM MOKeT ObITh JIMLIO U3 CIAEAYIOUIUNX KaTeropuil:
- paOOTHUKH YUpEKACHUS, C KOTOPBIMH ITPEKpalleH (pacTOPrHyT) TPYJOBOH IOTOBOD;
- TPEJCTABUTENIM BHEIIHUX OpraHu3aluid, 3aHUMAIONIUXCS pa3paOOTKOM, MOCTaBKOH, PEMOHTOM H
00CITy>)KUBaHHEM DIIEMEHTOB HH(POPMAITMOHHBIX CUCTEM;
- YWIEHbI IPECTYIHBIX OpraHU3aluil UM JIMLA, IEHCTBYIOLINE 110 UX 33JIaHUIO;
- JIMLA, CIIy4ailHO UM YMBIIIJIEHHO IPOHUKIINE B JIOKAIbHYIO BBIUUCIUTEIBHYIO CETh YUPEKACHUS U3
BHEIIHUX TEJIEKOMMYHHKAI[MOHHBIX CETEH (XaKephl);
- aIMUHUCTPATOPhl aBTOMATU3UPOBAHHBIX CUCTEM YUpEXKACHUS, UMEIOIINE HEOrPAHUYEHHBIN TOCTYI
K HH(OpPMAllMOHHBIM pecypcaM KOMIIOHEHTOB KOPIIOPATUBHOM HWH(MOPMAIIMOHHON CHCTEMBI.
AMUHUCTPATOPBl ABTOMATHU3UPOBAHHBIX CHUCTEM MOTYT OTHOCUTHCS KAaK K BHEUIHUM, TaK M K
BHYTPEHHUM HAPYIIUTEIISIM.

4.7. Vrteuka uH(popMauuMu MO TEXHUYECKUM KaHamam [Ipu mnpoBeneHMHM MeEpoONpUATHH U
AKCIUTyaTallMM TEXHUUYECKUX CPEJCTB YCTAHABIIMBAIOTCS CIIEIYIOIINE KaHAIbl YTEUKU WM HapyLIEeHUs
L[EJI0CTHOCTU MH(OPMAIUK, HApYIIEHHUS] paO0TOCIIOCOOHOCTH TEXHHUUECKUX CPE/ICTB:

- TOOOYHBIE 3JEKTPOMArHUTHbIE U3TYyYeHUs] MH(POPMATUBHOTO CHUTHajJa OT TEXHUYECKUX CPEICTB
VYupexaeHus u TMHUAN nepenadyu nHdopmanuu;

- HaBOJKM HH(OPMATUBHOTO CHUTHasa, 00pabaThIBAEMOr0 TEXHHYECKHMMH CpEICTBAMU JIOKAIbHOU
BBIYMCIUTENBHOM ceT YupexkIeHus, Ha MPOBOJIa U IMHUH, BHIXOSIINE 3a MPeiebl KOHTPOIUPYyEeMO
30HBI YUpPEkKICHUS], B T.U. Ha LIETIN 3a3eMJICHUS U IEKTPONUTAHHUS,

- DJIGKTPUYECKUE CHUTHaIbl WM pPaTUOM3IIydyeHusi, OOYyCIOBJIEHHBIE BO3JCHCTBHEM Ha CpeICTBa
nepenaud MHGOPMaIMN BHICOKOYACTOTHBIX CHUTHAIOB, CO3[1aBA€MbIX C MOMOUIbIO pa3BeIbIBATEILHON
anmnapatypsl, o 3puUpy U MpoBoOJaM, JUO0 CUTHATIOB MPOMBIIIJICHHBIX PAIUOTEXHUUYECKUX YCTPONCTB
(paguoBemaTenbHbIe, PaAUOIOKALIMOHHBIE CTAHIIUU, CPECTBA PAIUOCBS3H U T.I1.), U MOAYISILIUEH UX
MH(OPMATUBHBIM CUTHAJIOM;

- aKyCTH4YecKOoe H3JIydeHHe WH(GOPMATUBHOTO PEUEBOr0 CHUTHANAa WIM CHUTHaja, OOYCIOBIEHHOTO
(HYHKIIMOHUPOBAHUEM TEXHHUYECKUX CPEICTB 00pabOTKH MH(MOpMAIUH;

- JIEKTPUYECKUE CUTHAJIbI, BOSHUKAIOIIHNE MMOCPEICTBOM MpeoOpa3zoBaHusl HHPOPMATHUBHOTO CUrHAJIa
U3 aKyCTHMYECKOI'O B 3JICKTPUYECKUH 3a c4eT MUKPOPOHHOTO 3(pdeKkTa U pacnpoCTpaHSIOUIUEcs MO
MIPOBOJIAM U JIMHUSAM Iepeaayll HHPOpMaIiy;

- BHUOpAalllOHHBIE CHUTHAJbl, BO3HHUKAIOLIWE IIOCPEICTBOM IpeoOpazoBaHusi HHPOPMATHUBHOIO
aKyCTMUYECKOTO CHTHalla MpHU BO3ACUCTBUU €r0 Ha CTPOUTENbHBbIE KOHCTPYKIMM M WH)KEHEPHO-
TEXHUYECKNE KOMMYHUKAIIMH BBIJCIIEHHBIX TOMEIICHUIA;

- BO3/ICIICTBHE HAa TEXHUYECKHE WM IMPOrPAMMHBIE CPEICTBA B LIENSAX HAPYLICHUS MEIOCTHOCTU
(YyHUYTOXKEHHS, HCKaKEHUs) HHPOpMaIMHU, pabOTOCHOCOOHOCTH TEXHMUYECKUX CPEACTB, CPEICTB
3aIUThl UHQOPMAIINH, aIPECHOCTH M CBOEBPEMEHHOCTH HWH(OPMAIMOHHOTO OOMEHa, B TOM YHCIIe
AIIEKTPOMArHUTHOE, 4Yepe3 CIEHUAIbHO BHEAPEHHbIE OJJIEKTPOHHBIE U MPOrPaMMHBIE CpEICTBa
(«3akmagKm»);

- mepexBaT MH(OPMAIIUN WM BO3/EHCTBHE HA HEe C UCIOJIb30BAHUEM TEXHHYECKUX CPEJICTB MOMKET
BECTHCh HEMOCPEJICTBEHHO M3 3JaHUH, pacloJIOKEHHBIX B HETOCPEACTBEHHON OJIM30CTH OT 00BEKTa,
MECT BPEMEHHOTO MpeObIBaHMS, 3aMHTEPECOBAHHBIX B MepexBaTe MH(OpMaMM WM BO3JEHCTBUU Ha
HEe JMI NpPU IOCEIEHUH UMHU YUpPEXACHHs, a TAKKE C IMOMOUIBI0 CKPBITHO YCTAHABIMBAEMOM
aBTOHOMHOI aBTOMaTH4eCKO anmnapaTyphbl.

V. OcHOBHbIE IPHUHUHUIIBI OCTPOEHHUS CHCTEMBbI 3a1UTHI HHPOPMALUH.

[TocTpoeHne cucTteMbl 3alUTHl UHPOPMAIUU YUpEeKIeHUS U ee (DYHKIIMOHMPOBAHUE IOJDKHBI
OCYILIECTBISITHCS. B COOTBETCTBUU CO CICTYIOIUMU OCHOBHBIMH MPUHITUIIAMH:
5.1. 3aKOHHOCTE.



[IpenmoiaraeT OCYIIECTBICHHE 3aIUTHBIX MEPONPHATHH H Ppa3pabOTKy CHCTEMBI 3allUThI
uHpopmanuu YUpEKICHUS B COOTBETCTBHHM C JCHCTBYIONIUM 3aKOHOJATEILCTBOM B 00JacTH
uHpopmanuu, nHGOpPMATH3AIMH U 3aIUTH UHPOPMAIMH, a TAK)Ke IPYTHMX HOPMATHBHBIX aKTOB TIO
MH(OPMAIIMOHHON OE30MMACHOCTH, YTBEPIKICHHBIX OpraHaMH FOCYIaPCTBEHHOW BIACTH.

[TpunsaTeie Mepbl WHPOPMAIMOHHON OE30MACHOCTH HE JIOJDKHBI MPEMSITCTBOBATH JIOCTYITY
MIPAaBOOXPAHUTEIBHBIX OPraHOB B TMPEIyCMOTPEHHBIX 3aKOHOJATENIbCTBOM CllydasX K pecypcam
KOHKPETHBIX HHPOPMAIIMOHHBIX CUCTeM. Bcee moib3oBareny HHPOPMAIIMOHHBIX CHCTEM Y UpEKICHUS
JOJKHBI UMETh TIPEICTaBlIeHHE 00 OTBETCTBEHHOCTH 3a MPAaBOHAPYIIIEHUS B 0071aCTH HHGOPMAIIHH.

5.2. CUCTEMHOCTb.

CucTeMHBIH TIOIX0/] K TTIOCTPOCHUIO CUCTEMBI 3aIIUTH HH()OPMAIIMK B YUIPESKICHUU MPEANOIaraeT
Y4€T BCEX B3aMMOCBSI3aHHBIX, B3aUMOJICHCTBYIOIIMX M HM3MEHSIONIUXCS BO BPEMEHH 3JIEMEHTOB,
ycioBUid W (AKTOPOB, 3HAYMMBIX JUISI TIOHUMaHUS MW pEHIeHHWs MpoOJeMbl 00OecrevyeHus
nH(pOpMaMOHHON Oe30macHOCTH YupexaeHus. [Ipu co3maHuu CUCTEMBI 3aIUThl YIUTHIBAIOTCS BCE
cnabble W HamboJiee yA3BUMbIE MeCTa MH(POPMAIMOHHBIX CUCTEM YUPEXKICHUs, a TaKKe XapakTep,
BO3MOXKHbIE OOBEKTHl U HANpaBJICHUs aTak Ha HEE CO CTOPOHBl HApYIIUTENIeH, MyTH
HECaHKITMOHUPOBAHHOTO JocTyna K uHdopmaruu. CucTema 3alluThl JOJDKHA CTPOUTHCS C YYETOM
BO3MOJKHOCTH TIOSIBJICHUSI TPUHITUTTHAIHLHO HOBBIX ITyTEH peanu3aiiu yrpo3 0€30mMacHOCTH.

5.3. KoMmnekcHOCTb.

KommiiekcHOe uCIob30BaHWE METOJIOB M CPEICTB  3allUTHl  MH()OPMAIMOHHBIX CHCTEM
MPEANOJIaraeT COrjacoBaHHOE MPUMEHEHHE MPOTPAMMHBIX U TEXHUUYECKUX CPEACTB MPHU MOCTPOCHUH
IIETIOCTHOW CHCTEMBI 3aIlUThl, TIEPEKPHIBAIOIICH BCE 3HAYMMbBIC KaHAJbBI pealn3alldid yrpo3. 3aniura
JOJDKHA CTPOUTHCS DIICTIOHUPOBAHO. BHeIHsA 3amuTa J0DKHA 00ecTeunBaThCsl (PU3MUECKUMHU
CpelcTBaMu, OPraHU3alMOHHBIMHU M TIPABOBBIMH MEPaMHU.

5.4. HenpepbIBHOCTH 3aLIUTHI.

Jna  oOecniedyeHuss  3TOTO  MpHUHIMIA  HEOoOXOoAMMAa  TNOCTOSHHAsT — OpraHU3alMOHHAas
(aaMUHUCTpaTHBHAS) MOJACPKKA (CBOCBPEMEHHAsi CMEHa U 00OecleueHrne MPaBUILHOTO XpaHEHUsS U
MPUMEHEHHsI MMEH, TapoJied, Kioued mm@poBaHus, mepepacnpeneicHue nojnomounii). [lopsmok
MOJIy4eHUs AOCTYyIa K UH(POPMAIIMOHHBIM pecypcaM perjiaMeHTupyercst B IHCTpyKIuu mojas30BaTes,
OCYILIECTBIISIONIET0 00pabOTKY MEPCOHATBHBIX JaHHBIX HA 00BEKTaX BHIYUCIUTEIHHON TEXHUKH.

5.5. CBOEBpEMEHHOCTb.

[IpenmonaraeTcs ynpexxaaromui xapaktep Mep obecrieueHus: HHGOPMAMOHHON 0€301aCHOCTH, TO
€CTh IOCTAaHOBKa 3a/1ay MO KOMIUIEKCHOW 3aiure MHGOpMaluu U pealu3anus Mep oOecredeHus
6e30macHOCTH MH(OPMALIUK Ha PAaHHUX CTAIUSAX pa3pabOTKU MH(POPMAIMOHHBIX cucTeM. PazpaboTka
CUCTEMBbI 3allIUThl BEAETCA MapajljielIbHO C pa3pabOTKOM M pa3BUTHUEM cCaMoOW MOJUIeKalIei 3amuTe
UH(OPMALIMOHHON CUCTEMBI.

5.6. [IpeeMCTBEHHOCTh U COBEPIIECHCTBOBAHUE.

[IpenmonaraeT MOCTOSSHHOE COBEPILICHCTBOBAHUE MEP U CPEJICTB 3alIUThl HHPOPMAIIMN HA OCHOBE
MIPEEeMCTBEHHOCTH OPraHU3allMOHHBIX W TEXHUYECKMX pELIeHUH, KaJpoBOro COCTaBa, aHalu3a
(GYHKIIMOHUPOBaHUS UHOOPMALIMOHHBIX CUCTEM YUpEXKACHUS U cUcTeM MH(GOPMAIMOHHON 3allUThI C
y4eTOM M3MEHEHHI B METOAaxX M CpeACTBaX NepexBaTa MHPOpPMAIUM, HOPMATUBHBIX TPeOOBaHUIl 1O
3aIUTe, TOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0eKHOTO OMBITA B ATOM 001aCTH.

5.7. llepcoHalibHAsI OTBETCTBEHHOCTb.

[Ipenmonaraer BO3JI0KEHHE OTBETCTBEHHOCTH 3a oOecreueHre MH(POPMAIIMOHHOIN 0e30MacHOCTH
Ha KaXJ0ro pabOTHHKA B TpeaeNnax ero MOJHOMOYMi. B COOTBETCTBMH € 3TUM MPUHIIUIIOM
pacnpeseneHue npaB U 00s13aHHOCTEN paOOTHUKOB CTPOUTCS TAKUM 00pa3oM, YTOOBI B CiIydae JIF000ro
HapyIIEeHUs] KpYT BUHOBHUKOB OBLT YETKO M3BECTEH UJIU CBEIEH K MUHUMYMY.

5.8. MuHuMU3aMs NOJTHOMOYHUH.

[Ipeanonaraer npenocTaBiIeHUE MOJIB30BATENIM MHUHHMAIbHBIX MPAB JOCTYNAa B COOTBETCTBUU CO
cinyxe0HOM HeoOxomumocThio. JlocTynm k WHGOpMAIMM AODKEH MPEAOCTaBISITHCS TOJIBKO B TOM
ciyqae U 00BEME, ecnu 3TO HEOOXOAMMO pPa0OTHUKY HJs BBIMOJHEHHS] €ro JIOJDKHOCTHBIX
00s13aHHOCTEH.

5.9. 'nbkocTh cucTeMbl HHPOPMAITMOHHONW O€30MaCHOCTH.



[Ipenmomnaraer cnocoOHOCTh CHCTEMbl HMH(DOPMAIIMOHHOW O€30MacHOCTH pearupoBaTth Ha
M3MEHEHUs BHEIHEW Cpelibl U YCIIOBUH OCYILIECTBIICHUS YUPEkKICHUEM CBOEH AEATENbHOCTH. B uncio
TaKUX U3MEHEHUI BXOJAT:

- U3MEHEHMS OPTaHU3aLMOHHON U IITATHOM CTPYKTYPBI Y UPEKICHNUS,
- U3MEHEHHE CYIIECTBYIOIUX WIH BHEJPEHHE TPUHIUITHAIBHO HOBBIX HH(OPMAITMOHHBIX CUCTEM;
- BBOJI B 9KCIUTYaTaIMIO HOBBIX TEXHUYECKHUX CPEJICTB.

5.10. TIpocToTa NpUMEHEHUSI CPEJCTB 3aIIUTHI.

MexaHu3MBl U METOJIbI CHCTEMBI 3alIUThl MH(GOPMAIMK JOJDKHBI OBITh TOHSTHBI M TPOCTHI B
WCTOJBb30BaHNU. [IpMEHEHHEe CPEICTB M METOJOB 3aIIMTHl HE CBS3aHO CO 3HAHWEM CIICUAIBHBIX
SI3BIKOB WMJIM C BBIMOJIHEHUEM JCHCTBHMA, TPEOYIOINX 3HAYUTEIBHBIX JOMOJHUTEIBHBIX TPYA03aTpaT
npu OOBIYHON paboTe 3aperuCTPHPOBAHHBIX IOJIB30BATENECH, a TakKe HE TPeOyeT OT MOJIb30BATEIs
BBITIOJTHEHUS] MAJOMOHATHBIX €My OTIepaIHid.

5.11. O60CHOBaHHOCTh M TEXHUUYECKAsI PEATU3YEMOCTb.

[Ipenmonaraer, 4to WMH(POPMALMOHHBIE TEXHOJOTHH, TEXHWYECKHE M IPOTPAaMMHBIE CPEICTBA,
CpeAcTBa M MEpHl 3aIIUTHl WHPOPMALUU PEATN3YIOTCS Ha COBPEMEHHOM TEXHHYECKOM YpPOBHE W
00OCHOBaHBI Ul JTOCTM)KEHUS 33/JIaHHOTO YPOBHS 0€30MacHOCTH HMH(GOpPMAIMA ¥ 3KOHOMHUYECKOH
[1eJIeCO00pPa3HOCTH, a TakKXKe COOTBETCTBYIOT YCTAHOBJICHHBIM HOpMam H TpeOOBaHUSM TI0
0€30MmacHOCTH HH(OPMALIHH.

5.12. Cnenuanuzanust ¥ npo(eccuoHaIn3M.

[Ipenmonaraer mpuBIeUeHHE K pa3padOTKE CPEACTB M peaM3alliii Mep 3alluThl WH(OpMAIUN
CTIEIMATM3UPOBAHHBIX OpPTraHU3aIHid, HanOoJIee TIOATOTOBICHHBIX K KOHKPETHOMY BHIY JESITEIHHOCTH
1o o0ecrneyeHu o 6e30MacHOCTH UHPOPMAIIMOHHBIX PECYPCOB, UMEIOIIMX OIBIT MPAKTUYECKON pabOThI
M TOCYIapCTBEHHYIO IIMIICH3WIO Ha TIPaBO OKa3aHWs yCIyr B 93Toi oOmactu. Peammzamus
aJIMUHUCTPATHBHBIX MEp M OKCIUTyaTallisl CpPEACTB 3allUThl OCYIIECTBISIETCS TMPO(ecCHOHATBHO
MOJArOTOBJICHHBIMU CHELMATMCTAMH 3alIUThl HHQOPMALUK YUpeKICHUS.

5.13. OGs3aTeIBHOCTD KOHTPOJISA.

IIpennonaraer 00s3aTe€NbHOCT U CBOEBPEMEHHOCTh BBIABICHHMS U IPECEUCHMs MOIBITOK
HapyIIeHUs YCTAaHOBJIECHHBIX MTPaBUJI oOecrieueHus: 0e30MacHOCTH HH(GOPMAIIHH.

KoHTpomb 3a 1eSTeNbHOCTHIO 10000 MOJIb30BaTENs, KaXI0r0 CPEeACTBA 3alIUThl U B OTHOLIECHUH
7100010 00BEKTa 3aLIUTHI OCYLECTBISAETCS HA OCHOBE IPUMEHEHMS CPEACTB ONEPAaTUBHOIO KOHTPOJIS
U PpErucTpallid U OXBaThIBAeT CAHKIMOHUPOBAHHbIE U HECAHKIMOHUPOBAHHbIE JEHCTBUS
noJyib3oBateneil. BeisiBieHHble paOoTHHKaMu — YupexXIeHHsT HEJOCTaTKHM CHUCTEMbI  3alllUThl
uHbOpMaLUK JOBOJATCS JIO CBEICHUS HENOCPEACTBEHHOIo pykoBoautens. O CylleCTBEHHBIX
HE/I0CTAaTKaxX COO0IIAeTCsl PYKOBOIUTEIIO Y UPEXkKICHHS.

V1. Mepbl, MeTOABI U CpPeCTBA o0ecriedeHrs] HHPOPMAINIMOHHOI 6€30MaACHOCTH.

6.1. Mepsbl obecrieuenrss ”HPOPMAITMOHHON O€30MaCHOCTH.

6.1.1. 3akoHomarenbHbIe (IIPaBOBBIE) Mephl oOecrmeueHus: WHOOPMALMOHHONW OE30MacHOCTH K
MpaBOBBIM MepaM oOecrieueHus: HHPOPMAIMOHHON O€30MacHOCTH OTHOCATCS JACHCTBYIOIIME B
Poccuiickoit ®enepannu 3aKOHOJATENbHBIE W HHBIE HOPMATHBHBIC AaKThl, PErJaMEHTHPYIOIINE
mpaBmwiia oOpamieHuss ¢ uHGpOpMalued, 3aKkpeIulsiolre MpaBa M O0S3aHHOCTH YYaCTHUKOB
MH(OPMALIMOHHBIX OTHOIIEHWH B Tmpoiecce ee oO0palOTKM U HCHOJB30BAaHUS, a Takke
yCTaHaBJIMBAIOIINE OTBETCTBEHHOCTh 3a HAapyIIEHUs 3TUX HpaBui. IIpaBoBble Mepsl oOecriedeHus
MH(GOPMAIMOHHOM 0€30MacHOCTH HOCAT YNPEKIAIOINMA, TPOoPUIaKTHUECKU XapakTep U TpeOyroT
MIOCTOSIHHOM  Pa3bsCHUTEIbHOM pPabOThl C TOJNIB30BAaTENIIMU U OOCITY)KHMBAIOUIMM IEPCOHAIOM
MH(GOPMAIMOHHBIX CUCTEM Y UpPEeXKICHHS.

6.1.2. TexHoJOrn4eckue Mepbl obecredeHnss MHPOPMATMOHHONW 0€30MacCHOCTH K JaHHOMY BHY
Mep obecrieyeHHss WHGOPMALMOHHON O€30MacHOCTH OTHOCSTCS TEXHOJOTMYECKHE pelleHUs U
NIPUEMBl, HANpaBJICHHbIE Ha YMEHBLICHHE BO3MOKHOCTH COBEpIIEHUS DPAOOTHHUKAMH OLIMOOK |
HapYIICHU B paMKax MPEJI0CTaBICHHBIX UM MIPaB U MOJHOMOYHIA.

6.1.3. OpranuzanMoHHble  (aAMUHHCTPATUBHBIE) Mepbl obOecredeHus HHPOPMALUOHHOM
0€30IMaCHOCTH.

Opranu3anuoHHble (aAMUHUCTPATHBHBIE) Mepbl oOecredeHns HHPOPMAIMOHHON 0e30MacHOCTH —
3TO  MEpbl OPraHU3aIMOHHOTO XapakTepa, perjJaMEeHTHPYIOLIUe Mpolecchl (YHKIHOHHUPOBAHUS



cucTeMbl OOpabOTKM MJAaHHBIX, HCIOJb30BaHUE €€ pEeCcCypcoB, JAEATEIBHOCTh OOCITYKHBAIOIIETO
MepcoHala, a TaKke MOPSAJ0K B3aUMOJICHCTBUS MOJIb30BaTENIe C CUCTEMOM TakKUM 00pa3oM, 4TOObI B
HauOOJIbIIEH CTENEHH 3aTPYAHUTh WIH UCKIIOUYUTH BO3MOXKHOCTh peajH3allH Yrpo3 0e30MacHOCTH
WIA CHU3UTH pa3Mep MOTeph B ciydae X peanuzanuu. OpraHu3anoHHBIMHU (2 MUHUCTPATHBHBIMH)
Mepamu oOecrieueHus] THPOPMAIIMOHHOW 0€30TIaCHOCTH SIBJISIFOTCSI:

- peraaMeHTanus JOCTyIa B 3aHHE Y UPEeIKICHHUS;

- peraaMeHTanus JoMycKka paOOTHUKOB K HCIOJIB30BAHMIO HHPOPMALMOHHBIX PECYPCOB;

- aHanu3 TpeOOBAHMHU K AIIEMEHTaM CHCTEMBbI HAa OCHOBE 3asBOK IOJIb30BaTesel Ha 0OCTY)KHBaHUE U
MOIM(UKAIUIO aNapaTHBIX U IPOTPAMMHBIX PECYPCOB;

- obecrieueHHEe W KOHTPOJIb (PU3MUECKOW IENOCTHOCTH (HEM3MEHHOCTH KOH(UTYpaIruu) CpeicTB
BBIYHCITUTECIIEHON TEXHUKHY;

- 00y4eHHE MOJIB30BATENICH; IEATEIIFHOCTh TI0 00eCTIeYeHNI0 HHPOPMAITMOHHOHN 0€301acHOCTH;

- ycnoBus  00OpaOOTKM  MH(GOPMAIMOHHBIX  PECypcoB  KOHQHUAECHLUMAIBHOIO  XapakTepa,
OTBETCTBEHHOCTh 3a HAPYIICHUS YCTAaHOBICHHOTO TIOPS/IKA IOJIb30BaHMs HH()OPMAITHOHHBIMH
pecypcaMu YUpexKICHHUS.

6.1.4. ®uznueckue Mepsl obecrneueHuss THGOPMAIIMOHHOU O€30TTaCHOCTH.

®duznueckre Mepbl obecrieueHuss MHGOPMAIMOHHONW 0€30MacHOCTH OCHOBAaHBI HA MPUMEHEHUU
MEXaHMYECKUX,  AIEKTPOHHBIX WM  DIEKTPOHHO-MEXaHHYECKHX  YCTPOWCTB,  CIEIHAIBHO
MpeIHAa3HAYSHHBIX JUTS CO3MaHMs (PU3NIECKUX MPEMSATCTBHIA Ha BOSMOXKHBIX MyTSX MPOHUKHOBEHHS H
JOCTyIa TMOTCHIMAIBHBIX HAPYIIUTENEH K dJeMEeHTaM HH(OPMAIMOHHBIX CHUCTEM M 3alldIaeMOn
nH(popMaLnH.

6.1.5. Texaudeckue Mepbl oOecrieueHus] THPOPMAITMOHHONW O€30TTaCHOCTH.

Texnuueckue (anmapaTHO-IIpOrpaMMHBIE) Mepbl oOecrieueHUs] MHGOPMAIMOHHON 0e30MacHOCTH
OCHOBAHBI Ha WCIIOJIb30BAaHUH AJIEKTPOHHBIX YCTPOHCTB M CIEIUATBHBIX MPOTPAMM U BBITOJTHSIOIINX
(caMOCTOSITEIbHO WM B KOMIUIEKCE C IPYTUMH CPeJACTBaMH) (DYHKITUU 3aIIUTHI (MISHTU(UKAITUIO U
ayTeHTU(UKAIMIO TOJb30BaTeNIe, pasrpaHUyYeHHe AOCTyNa K pecypcaMm, PEerucTpaluio COOBITHH,
KpUnrorpaguieckoe 3akpbITHe HHHOPMAIIHH ).

VI1l. OcobenHocTu 00padoTkn nH(pOpMALMHU, codep:Kalleii mepcoHabLHbIE TaHHbIE.

7.1. Bce nmepcoHaNIbHBIE JaHHBIE CYOBEKTa YUPEXKACHHS CIIEYET MOaydaTh Y HETO caMoTo (s
oOyJaromuxcst YUpexaeHUs OT POJIUTENCH — 3aKOHHBIX TmpeacTtaButeneil). Eciaum mepcoHanmbHbIE
JAHHBIC BO3MOXXHO IOJIYYHTh TOJBKO Y TPEThEHd CTOPOHBI, TO CYOBEKT IEPCOHAIBHBIX JIaHHBIX
JIOJDKEH OBITh YBEJIOMJICH 00 3TOM 3apaHee U OT HETO JIOJDKHO OBITh IMOJTYYSHO MUChbMEHHOE COTJIacHe.

JIOJDKHOCTHOE JTUI0 YUPEKICHUSI TIOJDKHO COOOIIHUTh CYOBEKTY MEPCOHATBHBIX TAHHBIX O IENSX,
MPEANOJIaraeMbIX HCTOYHHKAX U CIIOCO0aX MOYYeHUS IEPCOHANIBHBIX IAHHBIX, a TAK)KE O XapaKTepe
nojyIexxamux mojaydeHuto [1J] v mociaencTBusX oTkasza 1aTh MUCHbMEHHOE COTJIACHE HAa UX TOJIyUYeHHUE.

7.2. YupexaeHue He MMEET MpaBa MOJydaTh M 00pabaThiBaTh JaHHBIE CYOBEKTa MEPCOHAIBHBIX
JAHHBIX O €r0 PacOBOM, HAITMOHAIBHOW MPUHAUICKHOCTH, MIOJTUTHICCKUX B3TJIAAaX, PEIUTHOZHBIX
win Guiiocoekux yoexKIeHUsAX, COCTOSIHIH 3I0POBbs, YACTHOM JKU3HH. B ciyuyasx, HEmoCpeaCTBEHHO
CBSI3aHHBIX C BOIIPOCAMU TPYIOBBIX OTHOIIEHHH, B cOOTBeTCTBUHU cO CT. 24 Konctutymuu Poccuiickoit
Oenepanuu paboToAareb BIpaBe MOdydaTh U 00padaThIBaTh JaHHBIE O YACTHOW KU3HU pabOTHHKA
TOJIBKO C €r0 MMCHbMEHHOTO COTJIaCHS.

7.3. CyOBeKT MepcoHaNbHBIX JAHHBIX CAMOCTOSITENIbHO MPUHHUMAET pEIIeHHEe O MPEeAO0CTaBICHUN
CBOUX MEPCOHANBHBIX JAHHBIX U AA€T coryiacue Ha ux oOpaboTKy.

7.4. O6paboTka yKa3aHHBIX TaHHBIX BO3MOKHAa 0€3 €ro coriacusi B COOTBETCTBHU CO CT.0
®enepanbHbIM 3ak0HOM OT 27.07.2006 Nel152 «O nepcoHanbHBIX JAHHBIX.

7.5. Cormnacue Ha 00pabOTKy NEPCOHANBHBIX JAaHHBIX O0(GOPMIISIETCS B MMCbMEHHOM BHJIE.

7.6. TluceMeHnHoe corinacue Ha 0O0pabOTKYy CBOMX MEPCOHANBHBIX JAHHBIX JOJDKHO BKIIOYaTh B
ceost:

- amMmInIo, UMs, OTYECTBO, APEC CYObEKTa MEePCOHANBHBIX JaHHBIX, HOMEpP OCHOBHOTO JOKYMEHTa,
YIOCTOBEPSIOIIETO €ro JUYHOCTh, CBEACHUS O JIaT€ BbIJAYM YKa3aHHOTO JOKYMEHTA U BBIJIABILIEM €T0
oprane; HauMeHOBaHHE ((aMUIMIO, UMs, OTYECTBO) M aJpec Oleparopa, MOJYyYarolIero COTJIachue
CyOBeKTa MepCOHANBHBIX TaHHBIX; I1e]Ib 00paOOTKH MEePCOHANBHBIX JAHHBIX; EPEUYEHb MEePCOHATBHBIX
JTAHHBIX, HAa 00pabOTKy KOTOPBIX MAeTCs COrjlache CyObEeKTa IMEepPCOHANBHBIX MaHHBIX; IMEpeueHb



JNEUCTBUIM C NMEPCOHANbHBIX JAHHBIX Ha COBEPILIEHUE KOTOPBIX JAaeTcs corjacue, odlee OIMCcaHue
HCIOJIb3YEMBIX OTIEPATOPOM CIOCOO0B 00paOOTKH MEPCOHANBHBIX JAHHBIX; CPOK, B TCUCHHE KOTOPOTO
NEMCTBYET COIIacue, a TAKKe NOPSAJOK €ro OT3bIBA.

7.7. Cornacue Ha 00pabOTKYy MNEPCOHATBHBIX JAHHBIX MOXET OBITh OTO3BAaHO CYOBEKTOM
MEPCOHATBHBIX JAHHBIX IO MMCbMEHHOMY 3aIpOCy Ha UM JUPEKTOpa YUpexkKICHHS.

7.8. CyOBeKT nmepcoHaTbHBIX JaHHBIX HMEET MPaBO Ha MOJyYeHHE CIeayoe nHhopMarim:

- CBEJICHUS O JIMIaX, KOTOPBIE UMEIOT JOCTYI K MEePCOHAIBHBIM JaHHBIM HIJIM KOTOPBIM MOXET OBITH
MPEAOCTABJICH TaKOW JOCTYI; MEpeueHb 00padaThIBA€MbIX MEPCOHAIBHBIX JAHHBIX U HCTOYHUK UX
MOJTy4YEHUST; CPOKU 00pabOTKU MEPCOHAIBHBIX TAHHBIX, B TOM YHCIIE€ CPOKH MX XPaHEHHS,

- CBEJICHHUSA O TOM, KaKHe IOPUANYECKHUE MOCIESACTBUS sl CYOBEKTa MEPCOHATBHBIX TAHHBIX MOKET
MOBJIEYh 32 COO0M 00pabOTKa €ro NEPCOHANBHBIX JaHHBIX.

7.9. CyOBeKT NepCOHAJBbHBIX JAaHHBIX BIpaBe TpPeOOBAaTh OT OIEpaTopa YTOYHEHHUS CBOUX
MEPCOHAIBHBIX JTAHHBIX, UX OJOKWPOBAHUS WM YHUYTOKEHUS B CITydae, €CIM TePCOHANBHBIX JaHHBIX
SBIISIFOTCSL HETIOJIHBIMH,  YCTApPEBIIUMH, HEIOCTOBEPHBIMH, HE3aKOHHO TIIOJYYCHHBIMH WJIH HeE
SIBJISTIOTCS HEOOXOTUMBIMU JJTs 3asIBJISHHOM 1€/ 00paOOTKH.

7.10. CpeneHuss O TMEPCOHAIBHBIX JaHHBIX JOJDKHBI  OBITh  NPEJOCTABIEHbI CYyOBEKTY
MEePCOHANBHBIX JAHHBIX ONEpPaTopoM B JIOCTYMHOH (opMe, W B HUX HE JIOJDKHBI COJEPKAThCA B
MEPCOHAIBHBIX JAHHBIX, OTHOCSIIUECS K IPYTUM CYOBEKTaM MePCOHATBHBIX JTAHHBIX.

7.11. JlocTyn K CBOMM IEpPCOHAJbHBIM JaHHBIM MPEOCTaBISETCS CYOBEKTY MepCOHAbHBIX
JAHHBIX HWJIM €r0 3aKOHHOMY IPEICTaBUTENIO ONEPaTOpOM IpPH MOJYYEHHUH MHCbMEHHOTO 3arpoca
cyObeKTa MepcOHaIbHBIX JaHHBIX HIIM €ro 3aKOHHOTO mpezcTtaBuTens. [IucbMeHHBIH 3ampoc 10KeH
OBbITh a/IpECOBaH Ha UMS AUPEKTOpa YUPEKIEHUS WIN YIIOJTHOMOYEHHOTO PYKOBOAUTEIIEM JIUIIO.

7.12. Cybbekt B mpaBe 00kajoBaTh B YINOJHOMOYEHHBIH OpraH MO 3allUTe IpaB CyObEKTOB
MEPCOHANBHBIX JaHHBIX WM B CyJeOHOM TMOpsAKE HEMPaBOMEpPHBIC ICWCTBUS WM Oe3eiCTBUS
NEPCOHANBHBIX JAHHBIX  JOJDKHOCTHBIX JIML YUpeKIeHUs Mpu oOpaboTke M 3allUTe €ro
NEPCOHATIBHBIX JaHHBIX.

VIII. O6s13aHHOCTH ¥ IPaBa J0JIKHOCTHBIX JIUIIL.

8.1. pykoBoaWTeNlb YUpEKICHUS OpraHU3yeT padoTy IO TOCTPOSHHUIO CHUCTEMBI 3allUThl
nH(pOpMAMOHHOM cucTeMBbl. B wacTHOCTH:
- Ha3Ha4YaeT OTBETCTBEHHOTO 3a OPraHM3alMi0 3alUThl WHGOPMAlMU M3 YHCIa COTPYIHUKOB
Yupexnenus;
- YTBEpKIAeT KPYT JIMILI, UMEIOLIUX JOCTYII K 3aIlUIaeMoi HH(OPMAaLIUU U MOPSII0K UX paboThI;
- yTBEpXZAaeT KOMIUIEKT JOKYMEHTOB, OIPENCISIIOIMMNX TOJUTUKY B OTHOIICHHHM  3allUThI
uHdopMallMd B YUPEKICHUH, a TaKKe JIOKaJbHbIe AaKThl, YCTAHABIMBAIOIIUX MPOLEAYPHI,
HaIpaBJICHHbIE HA IPEIOTBPAIICHUE U BhISIBJICHUE HApYyILIEeHUH 3aKkoHoAaTenbcTBa PO.

8.2. OTBeTCTBEHHBIN 32 3alUTY HHPOPMAIUU:
- pa3pabaThiBaeT OPraHU3ALMOHHO-PACHOPSAUTENbHBIE JIOKYMEHTHI IO BONpPOCaM  3allUThl
nHpopManuu rpu e€ 06paboTKe ¢ MOMOIILI0 HHYOPMAITMOHHON CUCTEMBI,
- KOHTPOJIMPYET UCIOJIHEHHE MPUKA30B U PACTIOPSIKEHUN BBIIIECTOSIIUX OpraHU3aluil 0 BOIPOcaM
obecrieueHus 6€30MacHOCTH MH(MOPMAITUH;
- obecrieuynBaeT 3aMTy HHPOPMAINH, HUPKYIUPYIOUIE Ha 00beKTax HHPOPMATH3AIUY;
- MPOBOJUT CUCTEMATHUYECKUN KOHTPOJIb PabOThl CHCTEM 3alluThl MHPOpPMAIUH, MPUMEHIEMBIX B
MH(OPMAIIMOHHON CHUCTEME, a TaKKe 3a BHIMIOJHEHHEM KOMIUIEKCA OPTaHU3alMOHHBIX MEPONPUITUN
1o obecrieyeHno 0€30MacHOCTH HH(POPMAIHH;
- MPOBOJUT MHCTPYKTAX MOJIb30BaTeNe NH(MOPMAIMOHHONW CUCTEMBI;
- KOHTPOJIMPYET BBHITIOJHEHHE AAMHHHUCTPATOPOM HH(POPMAIIMOHHOW CHCTEMBbI OOS3aHHOCTEH IO
obecrieueHr0 (YHKIIMOHUPOBAHUS CHUCTEM 3alUThl MHGOpMAIMK (HACTPOMKAa U COMPOBOXKIACHUE
MOJICUCTEMBI YIPABICHUS JOCTYIIOM TOJb30BaTeNs K 3allHIaeMbIM HWH(OPMAIMOHHBIM pecypcam
nH(OPMAIIMOHHON CUCTEMBI, aHTUBUPYCHAS 3alllUTa, PE3ePBHOE KOMMMPOBAHNE JAHHBIX U T.1.);
- KOHTPOJHUpPYEeT TOPANOK YyuéTa ¥ XpaHEHUS MAIIMHHBIX HOCUTENEeW KOH(HUACHIIUATHHON
uHpOpMaIUH;
- y4JacTByeT B paboTax MO BHECEHHIO HM3MEHEHHW B amnmapaTHO-MPOTPaMMHYI0 KOH(UTyparuio
MH(OPMAIIMOHHON CUCTEMBI;



- OIpeAensieT NOPSAJOK M OCYLIECTBJISIET KOHTPOJIb PEMOHTA CPEJICTB BBIYMCIUTENIBHON TEXHHKH,
BXO/ISIIIIUX B COCTaB HH(POPMAITMOHHON CHCTEMBI;
- IPUHUMAET MEPHI M0 ONEPATUBHOMY HM3MEHEHHUIO IMaposield MPH YBOJBHEHHH WM IEpEeMeIleHHH
COTPYIHUKOB, MIMEBIIHX JIOMYCK K MH()OPMALIMOHHON CHCTEME;
- TpeOyeT ycTpaHEHUs BBISIBIICHHBIX HAPYIICHUH M HEAOCTATKOB, JaeT 00s3aTeNIbHbIC ISl MCTIOTHEHHS
yKa3aHHA [0 BOIpocaM 00ecTieyeHHs MOJ0KEHUNH HHCTPYKIUH 10 3amuTe HHPOPMAaILNK;
- TpeOyeT OT pabOTHUKOB MPEICTABICHHS MUCHMEHHBIX OOBSICHEHUH 1O (pakTaM HapylIeHUs pexuma
KOH(HUIESHIINATFHOCTH;
- B Cllydae BBISBJICHHUS TONBITOK HECAHKIMOHUPOBAHHOTO JOCTYNa K WH()OPMAIMU WA TOMBITOK
XUAIICHHUS, KOMUPOBAHMS, W3MECHEHUS, HE3aMEMIUTEIbHO TNPUHUMAET MeEpbl MpecedeHus |
JOKJIaJIbIBA€T PYKOBOJUTEIIO Y UpEXKICHUS;
- 00 WMEMIMUXCS HEJAOCTaTKaX W BBIABICHHBIX HApPYIICHUSX TpeOOBAHMI HOPMATHBHBIX U
PYKOBOJAIIMX JTOKYMEHTOB II0 3amuTe WHGOpPMAIWMH, a TakKe B YCTAHOBICHHBIE CPOKH
MOATOTABIMBAET HEOOXOAMMYI0 OTUYETHYIO JIOKYMEHTAllMI0 O COCTOSIHUM paboT Mo 3amure
nH(pOopMalnH.

8.3. HecooTBeTcTBHE ME€p YyCTaHOBJIEHHBIM TPEOOBAaHUSAM WM HOPMaM IO 3alIUTe MHQOpMAaIUH,
SBIISICTCSI HAPYIIICHWEM M BJICYET aIMHUHHUCTPATUBHOE HaKa3aHWE OTBETCTBEHHBIX JIUI] B COOTBETCTBUU
C 3aKOHOJIaTeNbCTBOM PO.

IX. 3akaounuTebHbIEe MOJT0KEHN.

9.1. ITosokeHne BCTYyIAET B CHIIy C MOMEHTA €70 YTBEP KICHHUS.

9.2. TlonoxeHue sBISETCA  JOKAJIbHBIM aKTOM oOpa3oBaTelbHOrO YupexJaeHus. BHecenue
W3MEHEHNH U A0NOoHEHUH B [10J10KeHNE OCYIIEeCTBISAETCS B MOPSIAKE €r0 IPUHATHS.

9.3. Hacrosimee IlomoxxeHne MOXeT ObITh HM3MEHEHO (JOMOJHEHO) JIOKAJbHBIM aKTOM
00pa3oBaTEebHOTO YUPEKICHHUS.
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